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1
COMMUNICATION NETWORK

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application claims priority under 35 U.S.C. §119 to
European Patent Application No. 08152182.5, filed Feb. 29,
2008, which is hereby incorporated herein by reference in its
entirety

TECHNICAL FIELD

The present invention relates generally to communication
networks.

BACKGROUND

Known telecommunication networks include fault man-
agement strategies. In essence, these provide routing details
of alternative routes for data flows, in the event of a failed
optical link. By providing an alternative route to bypass the
failed link the network operator can achieve a required level
of QoS as called for by a Service Level Agreement (SLA).
In particular, data flows which have been designated as
being of high priority can be provided with protection paths.

In one embodiment, the invention seeks to provide an
improved telecommunications network.

SUMMARY

According to one aspect of the invention there is provided
a method for determining routing for data which is to be
transmitted over a multi-layer network. The network com-
prises a first layer of nodes, and a second layer of nodes, and
the method comprising determining routing by taking
account of available signal transmission/processing resource
associated with the first layer and available signal transmis-
sion/processing resource associated with the second layer.

According to another aspect of the invention there is
provided network management apparatus for a multi-layer
network comprising a first layer of nodes, a second layer of
nodes. The network management apparatus comprising a
data processor which is arranged to determine routing by
taking account of available signal transmission/processing
resource associated with the first layer and available signal
transmission/processing resource associated with the second
layer

Another aspect of the invention relates to machine-read-
able instructions for a data processor, and the instructions,
when run by the data processor, result in routing for data
which is to be transmitted across a multi-layer network. The
network comprising a plurality of nodes of a first layer and
a plurality of nodes of a second layer. The instructions being
such that the data processor determines routing by taking
account of available signal transmission/processing resource
associated with the first layer and available signal transmis-
sion/processing resource associated with the second layer.

DESCRIPTION OF THE DRAWINGS

Various embodiments of the invention will now be
described, by way of example only, with reference to the
following drawings in which:

FIG. 1 shows a telecommunication network,

FIGS. 2 and 3 show a telecommunications circuit, and

FIG. 4 shows a flow chart.
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2
DETAILED DESCRIPTION

With reference initially to FIG. 1 there is shown a
multi-layer network 1 comprising a plurality of Label
Switched Routers (LSRs) A, B and C, and a plurality of
Optical Cross-Connect switches (OXCs) 31, 32, 33, 34 and
35. The LSRs A, B and C form part of a Multi-Protocol
Label Switched (MPLS) layer and the OXCs 31-35 form
part of an optical layer. The OXCs are optical nodes, and the
LSRs are electrical nodes. The LSRs are connected to the
OXCs by optical links 50, 51, 52 and 53 by intra-node links
40, 41 and 42. Multiple wavelengths are capable of being
transmitted on each optical link. A virtual connection estab-
lished at MPLS layer is named the Label Switched Path
(LSP). The MPLS layer forms a control plane and the optical
layer uses Wavelength Division Multiplexing (WDM). Each
LSR is essentially an ingress/egress node at the edge of the
OXCs and the optical links Data flows in the electrical
domain are received by an LSR (say LSR A), sent to a linked
OXC (say OXC 31) and then sent to the linked LSR (say
(LSR C), where the data flow is output in the electrical
domain for onward transmission to its ultimate destination.
In FIG. 1 the LSP connects LSR A, LSR B ad LSR C on the
MPLS layer. The bandwidth of an LSP is the bandwidth of
the traffic (i.e. the data flow) request that has to be accom-
modated in the network. On the optical layer the LSP is
realized as the concatenation of lightpaths (e.g. the lightpath
connecting OXC31 to OXC33 and the lightpath connecting
OXC 33 to OXC 35). The bandwidth of a lightpath is the
wavelength bandwidth, so multiple LSPs can be tunneled on
a single lightpath.

The network 1 also comprises a network management
apparatus 10. The apparatus 10 comprises a data processor
and a memory, and by being provided with suitable
machine-readable instructions is configured to implement
what may be termed a routing engine which determines a
plurality of primary paths and a plurality of back-up paths.
The apparatus 10 is arranged to be able to communicate with
each of the LSRs A, B and C. In this way the apparatus is
able gather information from the network and effect suitable
control signals to other components of the network. The
inputs to the routing engine are the traffic matrix and the
topology of the network 1. Each element of the traffic matrix
is a vector representing a source LSR node, a destination
LSR node, and the bandwidth needed for each traffic request.
Other attributes in addition to the bandwidth can also be
considered as well. The output produced by the apparatus 10
is the route for each traffic request represented as the LSP in
terms of list of LSRs, the aggregation of each LSP in the
optical layer in terms of list of OXCs and optical links, and
the associated back-up paths for a failure on the network.

The concept of a failure scenario is now introduced. A
scenario is associated with each failure event. Let
S:={s0, . . ., sm} be the set of all scenarios, also including
the working scenario sO (i.e. zero failures). In each scenario,
one is aware of the set of resources and the status of
occupancy of each. Therefore, if a certain traffic request k
uses a resource j only for a subset of scenarios, the same
resource is available for other traffic requests for each
scenario in the set. In other words, knowing in any moment
and in any failure condition, what the available resources are
that can be utilized to recover data paths, leads to an efficient
use of network resources, thanks to a strong use of resource
sharing.
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For each optical link a failure scenario can be considered.
If m is the number of optical links, then there are m failure
scenarios and one working scenario. A traffic request is
served if, and only if, it is routed in all scenarios; therefore,
each served traffic request must be assigned to a logical path
from its origin/source LSR to its destination LLSR for each
scenario, where a logical path is a sequence of lightpaths.
The logical path is an LSP on a MPLS layer and it relates to
a sequence of lightpaths in the optical layer. Trivially, an
assignment is feasible, if, for each scenario and for each
resource, the set of traffic requests using that resource does
not exceed the availability (e.g. the bandwidth on a wave-
length) of the resource.

The recovery base of the protection strategy is the light-
path, the granularity of the protection is defined by the LSP,
and the back-up path depends on the specific link which has
failed. Granularity relates to the size of a contiguous seg-
ment of data of a data flow. So, it is generally easier to find
‘room’ for a traffic request with fine granularity, as compared
to a traffic request of coarse granularity. Moreover, an LSP
is diverted from its working or primary path p only if an
optical link of p fails. There are therefore some consistency
constraints binding the paths that are assigned to a same LSP
in different scenarios: they are described below.

Consider a scenario s associated with the failure of an
optical link e. Let L(s) be the set of lightpaths using e and
LSP(s) the set of LSPs using a lightpath of L(s) in the
working scenario. Considering that each LSP is associated
uniquely to a traffic request trivially, LSP(s) is the set of
traffic requests that fail when e fails, so it is the set of LSPs
needed to be recovered in the scenario s. Let k LSP(s) and
11, . . ., Ip) the working path of k, with e li. Let ui and uj
be respectively the LSR origin and the L.SR destination of 1i.
1) The recovery base of the strategy is the lightpath: that is,
the back-up path of k has the form (11, . . ., li-1, Q(k,s),
li+1, . . ., 1p), where Q(k,s) is a logical path from ui to yj
(possibly, Q(k,s) is made of a single lightpath, parallel to 1i).
2) The granularity of the strategy is defined by the LSP:
therefore, if k' is another LSP in LSP(s) using li, then it may
happen that Q(k,s)=Q(k',s).

3) The back-up path depends on the link failed: in fact, by
definition, Q(k,s) depends both on the LSP k and on the
scenario s (correspondent to the failed bi-directional link e).
Therefore if e'ze is another optical link used by 1i, and s' is
the scenario correspondent to €', li will be failed also in s' and
in general Q(k,s)=Q(k,s"). It will be appreciated, however,
that instead of a bi-directional link, an asymmetrical link
could be considered.

4) An LSP is diverted from its working path p only if some
link of p fails: that is, if LSP k LSP(s), then k is still routed
on its working path in the scenario s associated with the
failure of e.

We consider now the situation of a set of traffic requests
with high priority that has to be routed in the multi-layer
network 1. The requests are known in advance of any of the
data flows entering the network 1. and so the routing engine
of the network control apparatus 10 determines the routing
off-line. The objective of the routing engine is to serve as
many traffic requests as possible. Failures may occur in the
network; since each traffic request has high priority, it is
served if and only if it is routed in the working scenario and
in each failure scenario.

The purpose of the routing engine is therefore that of
designing a set of lightpaths (i.e. the logical topology) and
providing, for each traffic request, a logical path for the
working scenario (i.e. a primary path) and for each failure
scenario (i.e. a back-up path). Each lightpath—to be used in
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4

the working scenario and/or in some failure scenarios—is
established in advance of data flows entering the network by
suitably configuring the network’s nodes.

Considering a general description of the multi-layer net-
work 1, the network comprises a set N=NelUNopt of nodes

and a set E=EportUEopt of links. Nel={ul, u2, . .., un} is
the set of electrical nodes (i.e. the LSR’s). Nopt=
{vl,v2, ..., vn,vn+l, . .., vp} is the set of optical nodes,

(i.e. the OXC’s), with full wavelength conversion capabili-
ties.

Each LSR ui is linked to the OXC vi: this is represented
by a set of intra-port links Eport={(ul, v1), (v1, ul), . . .,
(un,vn), (vn, un)} and nport(ui,vi)=nport(vi,ui) is the num-
ber of ingoing/outgoing ports between ui and vi. Eopt is the
set of links connecting optical nodes: in this case nopt(vi,
vj)=nopt(vj,vi) is the number of available wavelengths
between vi and vj (given by the product of the number of
optical fibers between vi and vj and the number of wave-
lengths on each fiber). Links are bi-directional: that is, when
two nodes 1 and j are connected by a link, there are both the
links (i,j) and (j,i). As mentioned above, each link is com-
posed by a fixed number of several (parallel) channels
(nport(i,j) and nport(j,i), or nopt(i,j) and nopt(j,i), for the two
sets of links Eport or Eopt respectively). Each channel is
assumed to have a capacity w, that is either the capacity of
each port or the bandwidth available on each wavelength.
Each channel is therefore a finite resource having a particu-
lar maximum capacity. Each LSR has a given number of
ports which can at any given instant handle a particular
bandwidth of traffic, and each wavelength has a particular
bandwidth capacity.

A lightpath 1 going from an L.SR ui to an LSR uj may be
described as {ui, vi, P, vj, uj}, where P.< Eopt is a path from
vi to vj in the optical layer. The lightpath 1 will reserve (and
not share): one port between ui and vi; one wavelength from
each optical link in P; one port between vj and uj. Since each
OXC has full wavelength conversion capabilities, the wave-
lengths that | reserves on each link in P may be different. A
consistent sequence of lightpaths 11, . . ., 1k, (that is, such
that the origin of li+1 is the destination of li) is called a
logical path.

A demand is received by the routing engine and comprises
a set K of traffic requests. Three fields describe each traffic
request: sk, tk, bk that are respectively the LSR-source, the
LSR-destination and a requested bandwidth of traffic request
keK.

With regard to failures taken into account by the routing
engine, any network element may fail, one or more failures
can be considered concurrently however for the sake of
simplicity we consider only the failure of an optical link, and
no more than one at a time.

In summary, we define the following variables:
Nel:=the set of LSR-s nodes
Nopt:=the set of OXC-s nodes
Eopt:=the set of (directed) optical links
Eport:=the set of (directed) intra-ports links
nopt(i,j):=the number of wavelengths in (i,j)eEopt
nport(u,v):=the number of incoming/outgoing intra-ports in
(u,v)eEport
w=bandwidth available on a wavelength/intra-port
K:=the set of traffic requests
sk-tk-bk:=respectively LSR-source, [.SR-destination and
requested bandwidth of traffic request keK
S:={s0, . . ., sm} the set of failure scenarios. sO is the
working scenario, m=IEoptl/2
L:=the set of candidate lightpaths to be set-up
Lopt(i,j):=the set of lightpaths el. using (i,j)eEopt
Lport(u,v):=the set of lightpaths el. using (u,v)eEport
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L+(u):=the set of lightpaths eL. starting from node ueNel
L-(u):=the set of lightpaths €l. ending in node ueNel
L(s):=the set of lightpaths el. failing in the scenario seS
(with L(s0)=0)

The decision variables are the following:

1
X = 0

{ 1
Y=
0
1 if & is routed on [ in scenario s
Zids = 0

VYkeK, VseSs, VieL\Ls)

if k is served
VkekK
else

if [ is set-up
Viel
else

else

The problem to be solved by the routing engine is
therefore the following:

Maxz X

kek

s.t.

> W SRl ) VG )€ Eape M
teLop(if)

D = Mo, V)V (1, ) € Epor @
[ -

Z Zhis — Z ws=x YkeK VseS 3
eLt () el (sp)

Z Zls — Z s =0 VYhkeK,Vue Ny, uss, i
ieLt () leL™(u)
Z brzus =wyr VseS, VieL\L(s) 4
keK
sy Stws YhkeK,VsesS, Vie L\L(s) Q)
x e{0, 1} VkekK (6)

ye{0, 1} VielL
s €0, 1} Vhke K, Vses, Vie\L(s)

And in relation to x,VseS

The objective is to maximize the number of served traffic
requests, subject to the following constraints:
the total number of lightpaths using the optical link (i,j) does
not exceed the number of available wavelengths,
the total number of lightpaths using an intra-port between
LSR u and OXC v does not exceed the number of available
intra-potts,
flow-constraints for k in scenario s,
the total amount of traffic passing through each lightpath in
each scenario does not exceed the capacity of the lightpath
itself, and
if k is routed on a lightpath 1 in the working scenario, it must
be routed on 1 in each scenario 1 is active.

The routing engine is configured to perform the following
steps:
a. A provisioning step: where paths for the working scenario
are searched;
b. A recovery step: where paths for the failure scenarios are
searched;
c. A local search step: where local improvements are
searched.
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6

Therefore, first a primary path is searched for each traffic
request. Then once all primary paths are determined the
back-up paths are determined. This is likely to be a “fairer”
method, since back-up paths are found while taking into
account the complete primary paths configuration.

Details of each step are given below. It will be appreciated
that lightpaths and LSPs are determined concurrently.
Provisioning Step

First, the traffic requests are sorted according to non-
decreasing values of:

B(k)=MinHop(k)*b,

MinHop(k) is the minimum number of hops from the source
to the destination of LSP k, while b, is the bandwidth
requested by k. B(k) is therefore a lower bound on the
bandwidth reserved for the working path of k. This is
because the goal is to serve as many traffic requests as
possible, and it is therefore reasonable to stick to this
ordering. In case different objectives are required (e.g. to
maximize the bandwidth that is served in terms of traffic
request) different ordering can be considered

Then, each traffic request k is considered and the routing
engine searches for a primary path, taking into account: 1)
the source LSR, the destination LSR and the bandwidth of
k; 2) the primary path of each traffic request that has been
considered before k (and has not been discarded); 3) the set
of lightpaths set-up so far. If such a path is not found, then
the traffic request is temporary discarded: it will try to
accommodate it during the local search step.

Recovery Step

After the provisioning step, a working path has been
defined for a set of traffic requests, let Q be the set of LSPs
of such traffic requests. The objective is now to find a
back-up path for each LSP in Q and for each failure scenario.

The first step is that of ordering the different failure
scenarios. Bach failure scenario is defined by the failure of
an optical link; therefore, it is possible to sort them accord-
ing to non-increasing values of the load of this link. Each
scenario is now considered: say the current scenario s
(associated with a (bi-directional) link e).

The problem is now that of finding back-up paths for the
LSPs in QNLSP(s). In fact, by definition, an LSP that is not
in LSP(s) is not affected by the failure of e, and therefore it
is still routed on its primary path. The LSPs in QNLSP(s) are
ordered according to non-decreasing values of the band-
width b,. However, different ordering criteria can be applied
in case a different objective function needs to be considered.

Finally, each LSP k in QNLSP(s) is considered.
Let (l,, . ..,1,) be the sequence of lightpaths for the primary
LSP, with eel,. The routing engine searches for a back-up
path for LSP, i.e. an alternative path for lightpath taking into
account: 1) the source and the destination of lightpath 1, and
the bandwidth of B(k); 2) the working path of each LSP; 3)
the back-up path of each LSP in QNLSP(s) that has been
considered before k; 4) the set of lightpaths set-up so far. If
such a path is not found, then LSP is temporary discarded
and it is removed from Q (hence, all the resources so far
reserved for it are realised). The procedure continues by
considering all LSPs in QNLSP(s) and all scenarios.
Local Search Step

The main goal of this step is to serve traffic requests that
have been discarded in the previous two steps, with a greedy
approach based on some simple exchange rules. Let K' be
the set of discarded traffic requests after the first Q steps. Let
Q (Q" be the set of served (discarded) L.SPs after the first
two steps. First of all, traffic requests in K' are sorted
according to non-decreasing values of the bandwidth bk'
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Let Q be a traffic request in K'. The routing engine tries
to accommodate k' by considering the L.SPs in Q one by one.
So let k be an LSP in Q. All the resources so far reserved
for k are released, and the corresponding traffic request k has
to be accommodated again. The routing engine tries to
accommodate k' and k according to the following rules:
1. Search a working path for k' and then a (new) working
path for k (as in the provisioning step). If both paths are
found go to step 2, else quit.
2. Search back-up paths for Q of k and for Q' of k' (as in the
recovery step). If back-up paths are found (for Q, Q' and for
each scenario) go to step 3, else quit.
3. Set Q=Q"\{k'}, Q=QU{k'}.

This is done until, for some LSP Q in Q, the third step of
the solution is reached (if this is never the case, k' is
discarded again). The next traffic request from K' is then
considered.

Each time a path has to be found for some traffic request
k——either a working path from s, to t, in the provisioning
step, or an alternative path for some failed lightpath h used
by k in the recovery step—this is achieved by solving a
shortest path problem (e.g. by Dijkstra’s algorithm) on an

auxiliary network G(N.E') where N=N_ UN_, while
B=E,, UE,,UE,,. E;, is a set of directed links between

LSRs, representing lightpaths already established, whose
spare bandwidth for the current scenario is at least b, (at the
beginning of the procedure, while considering the first traffic
request in the first iteration, B, ,=0). The auxiliary network
is a single layer equivalent network representative of the
totality of the network resources of the multi-layer network
considered. The links in the auxiliary network are called
edges.

Bach arc has a weight. The weightofanarcinE,,,, UE, ,
is defined as in Nilesh M. Bhide, Krishna M. Sivalingam,
Tibor Fabry-Asztalos “Routing Mechanisms Employing
Adaptive Weight Functions for Shortest Path Routing in
Optical WDM Networks”, Journal of Photonic Network
Communications, vol. 3, no. 3, pp. 227-236, 2001. n'(v;,v))
and n'(u,,v,) are respectively the number of wavelengths
between v, and v, (ports between u, and v,) that are currently
available: they are evaluated taking into account the set of
lightpaths set-up so far. The weight w(v,v)) of (v,,v))eE,,, is
given by:

1 e,
l—ﬁln(l—m] if #'(vi,vy) > 1
1+

oo

wlivj) = i 7 (v, vy) = 1

if #'(vi,v;)) =0

where Pe(0,1) is a parameter used for tuning the weight of
link congestion. Analogously, the weight w(u,v,) of an arc
(u;v,)eB,,,, is given by:

1 e,
V—Yﬁlﬂ(l—m) if n' (i, vi) > 1
if #' (g, vi) =1

if n' (g, v;) =0

w(;v;) = y+v8

oo

where y is a parameter used for tuning congestion. The
parameter y is generally greater than one, because the
number of outgoing/incoming ports is often a bottleneck in
a network.
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Finally, the weight w(u,u,) of an arc (u,u,)eE,,, is equal to
the number of hops of the corresponding lightpath. It is to be
noted that the number of scenarios where a lightpath is down
is equal to this number. It will be appreciated that different
weights functions can be considered accordingly to the
required network operator policy. The functions can be
configured by the network operator as input data.

A (shortest) path P from s, to t, on this auxiliary network
is a sequence of different types of edges. For example,
suppose that P={(u;,u,), (U5,v2), (V2,V3), (VaiVa), (Vall)},
with s,=u, and t,=u,,. That means that the LSP Q of the traffic
request k will be routed on two lightpaths: the first one is
from LSR u, to LSR u, and was established in a previous
iteration; the second one is new, it goes from u, to u, and
uses the optical links (v,, v5) and (v;, v,). Therefore, in the
next iteration there will be a new edge (u,,u,)eE,,,, while the
number of available wavelengths on the edges (v,,v5) and
(v3,v,4)€E,,, and the number of available ports on the edges
(u,,v,) and (v,,u,)€B,,,,, will be decreased by one. In this
way, the procedure concurrently designs the logical topol-
ogy, by selecting the lightpaths and their routes on the
physical topology, and the routing of each LSP onto the
logical topology.

Once the primary paths and the back-up paths have been
determined by the routing engine and have established by
suitably configuring the L.SRs and the OXCs in the network
by way of control signals from the network control appara-
tus, the data flows corresponding to the LSR requests enter
the network by the respective LSRs. In the situation of the
failure a back-up path is provided for any LSP within each
lightpath in that failed link. The earlier configuration of the
OXCs by the network control apparatus 10 causes the OXCs
to determine which data flows received thereby are protected
(by way of recognising a label information of the flows). The
OXCs will then cause those flows to be directed along the
determined back-up paths and so bypass the failed link.

Reference is made to FIGS. 2 and 3 which show part of
a multi-layer network 100 of the type generally shown in
FIG. 1. The network 100 comprises OXCs 11, 12, 13 14 and
15. The OXCs are interconnected by the optical links 17, 18,
19, 20, 21, 22, 23 and 24. The network also comprises a
plurality of LSRs (not illustrated) and a plurality of intra-
port links (not illustrated) which connect the LSRs to the
OXCs. In the simplified scenario shown the routing engine
has determined a primary path 120 for a particular traffic
flow which starts at OXC 11, along optical link 17, to OXC
12, along optical link 18 and reaching its destination OXC
13. The routing engine has also determined a back-up path
for the LSP of which involves link 17 to OXC 12 and then
along optical link 19 to OXC 14 and then along optical link
20 to the OXC 13. In FIG. 3, a fault 25 has occurred in the
optical link 18 and so the traffic flow is directed along the
back-up path 130. It will be appreciated that a different
respective back-up path could be provided for different LSPs
which utilise the same failed lightpath.

FIG. 4 shows a flow diagram 200 which summarises the
steps 201 to 207 performed by the routing engine, the step
208 of configuring the network in accordance with the
output of the routing engine, the step 209 of introducing the
traffic flows into the network on the determined primary
paths, and the steps 210 and 211 which are taken when a link
failure is detected.

Numerous important advantages result from the above
described apparatus and method for routing.

An increased flexibility allowing a network operator to
protect each LSP with the desired level of protection,
independently of the aggregation of LLSPs according to the
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network scenario in question. So the granularity could be as
fine as it is desired by the operator policy.

Distribution of the Traffic Evenly Over the Network Limit-
ing Congestion

The above routing arrangement is compliant with current
and standard control plane/management systems.

Scalability allows the network operator to vary the granu-
larity of the protection from LSP to lightpath. In other
words, such a strategy provides protection for heterogeneous
flows such as single LSP within a lightpath, or a lightpath
within fiber or port of a node.

Increased efficiency allows protection all LSPs which
require protection, with the required diversification, while
consuming a minimum amount of network resources. This
because the proposed solution, taking advantage by the
knowledge of the status of the resources at each layer and by
the optimization, finds the best solution with a minimum
amount of resources. The efficiency is also guaranteed by the
sharing of resource due to the use of “failure scenario”
concept. In addition the authors propose a procedure to
increase the amount of traffic by a suitable sorting of traffic
requests.

Minimization of traffic disruption is achieved because the
failure detection and recovery is local (at lightpath level) and
so occurs at high speed.

Multiple constraints on node and links (belonging to both
layers) can be considered in determining the primary paths
and the secondary paths.

Network operator policy can be taken into consideration,
to achieve, for example, the minimization of congestion
and/or uniform traffic distribution.

A failed link dependency (i.e. only bypassing a link which
has failed) leads to accommodation more traffic with respect
to a failed link independency methodology with a gain that
varies between the 30%, when the network is heavily
loaded, up to the 100% when the network is lightly loaded.
Correspondingly, LSP-granularity allows accommodation of
more traffic requests with a gain that varies from 25% up to
80% with respect to the lightpath-granularity, which is
employed in WDM protection schemes.

It will be appreciated that any signal transmission/pro-
cessing resource associated with either layer, the bandwidth
of a link connecting nodes or the switching capacity of a
node, for example, can advantageously be taken into con-
sideration when determining routing.

The invention claimed is:

1. A method for determining routing for data which is to
be transmitted over a multi-layer network, the network
comprising a first layer of nodes, and a second layer of
nodes, and the method comprising:

a network management apparatus performing:

determining routing by taking account of available
signal transmission/processing resource associated
with the first layer and available signal transmission/
processing resource associated with the second
layer;

determining a plurality of primary paths; and

after the primary paths have been determined, deter-
mining a plurality of back-up paths for at least one of
the primary paths, taking into account a complete
configuration of the primary paths,

wherein determining the plurality of back-up paths for
the at least one of the primary paths comprises
searching for an alternative path for a lightpath used
in the at least one of the primary paths taking into
account:
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a source and destination of the lightpath used in the
at least one of the primary paths;

a working path of each virtual path in the first layer
of nodes;

each previously considered back-up path of one or
more virtual paths in the first layer of nodes; and

a set of lightpaths that have been set-up so far.

2. The method as claimed in claim 1, comprising deter-
mining a number of back-up paths which is equal to the
number of links in the second layer of a primary path.

3. The method as claimed in claim 1, comprising config-
uring the network for a particular primary path whilst at the
same time determining at least one further primary path
and/or determining at least one back-up path.

4. The method as claimed in claim 1, comprising taking
account of remaining signal transmission resource which
remains after resource has already been allocated for previ-
ously determined paths.

5. The method as claimed in claim 1, in which the nodes
of the first layer are arranged to be capable of allowing
ingress and egress of data to and from the nodes of the
second layer.

6. The method as claimed in claim 1, in which the nodes
of the first layer comprise routers.

7. The method as claimed in claim 6, in which the signal
transmission resource associated with the routers comprises
available port capacity of ports of the routers which allow
communication between the routers and the nodes of the
second layer.

8. The method as claimed in claim 1, in which the nodes
of the second layer comprise optical switches.

9. The method as claimed in claim 8, wherein the optical
switches are connected by optical links and the signal
transmission resource of the optical links comprises avail-
able bandwidth.

10. The method as claimed in claim 1, in which the nodes
of the first layer comprise electrical nodes and the nodes of
the second layer comprise optical nodes.

11. The method as claimed in claim 1, which comprises
taking account of the available data granularity of the signal
transmission resources.

12. The method as claimed in claim 1, which comprises
determining the at least one primary path and the plurality of
back-up paths before the data is transmitted over the net-
work.

13. A method as claimed in claim 1, comprising process-
ing a plurality of requests for transmission of data flows,
ordering the requests in relation to a measure of at least one
of (i) a bandwidth of each request and (ii) the number of
links of the network which need to be used to transmit a data
flow from an origin node of the network to a destination
node of the network.

14. The method as claimed in claim 1, which is suitable
for use with at least one of Multiple Label Protocol Switch-
ing and Generalised Multiple Label Protocol Switching.

15. Network management apparatus for a multi-layer
network comprising a first layer of nodes, a second layer of
nodes, the network management apparatus comprising:

a data processor which is arranged to:

determine routing by taking account of available signal
transmission/processing resource associated with the
first layer and available signal transmission/process-
ing resource associated with the second layer;

determine a plurality of primary paths; and

after the primary paths have been determined, deter-
mine a plurality of back-up paths for at least one of



US 9,491,527 B2

11

the primary paths, taking into account a complete
configuration of the primary paths,
wherein the data processor is arranged to determine the

plurality of back-up paths for the at least one of the

primary paths by searching for an alternative path for

a lightpath used in the at least one of the primary

paths taking into account:

a source and destination of the lightpath used in the
at least one of the primary paths;

a working path of each virtual path in the first layer
of nodes;

each previously considered back-up path of one or
more virtual paths in the first layer of nodes; and

a set of lightpaths that have been set-up so far.

16. A network comprising the network management appa-
ratus of claim 15.

17. A network as claimed in claim 16, in which the nodes
of the first layer are arranged to receive the data to be
transmitted over the network as electrical signals and are
further arranged to receive electrical signals relating to data
which has been transmitted over at least part of the network.

18. A network as claimed in claim 16, in which the nodes
of the second layer comprise optical cross-connect appara-
tus.

19. A non-transitory machine-readable storage medium
having stored thereon instructions for a data processor, and
the instructions, when run by the data processor, result in

5

15

20

25

12

routing for data which is to be transmitted across a multi-
layer network, the network comprising a plurality of nodes
of a first layer, a plurality of nodes of a second layer, the
instructions being such that the data processor performs:
determining routing by taking account of available signal
transmission/processing resource associated with the
first layer and available signal transmission/processing
resource associated with the second layer;
determining a plurality of primary paths; and
after the primary paths have been determined, determin-
ing a plurality of back-up paths for at least one of the
primary paths, taking into account a complete configu-
ration of the primary paths,
wherein determining the plurality of back-up paths for
the at least one of the primary paths comprises
searching for an alternative path for a lightpath used
in the at least one of the primary paths taking into
account:
a source and destination of the lightpath used in the
at least one of the primary paths;
a working path of each virtual path in the first layer
of nodes;
each previously considered back-up path of one or
more virtual paths in the first layer of nodes; and
a set of lightpaths that have been set-up so far.
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